BRI E 6y & K4

switch> FH P
1. BEAFFAUREC  enable
switch> enable

switch#

2: HEAAJRICER  configure terminal
switch> enable

switch # ¢ onfigure terminal

switch(conf)#

3: AT 44 hostname aptech2950
switch> enable

switch # ¢ onfigure terminal
switch(conf)#hostname aptch-2950

aptech2950(conf)#

4: MEAEREIT4A  enable password cisco
switch> enable

switch # ¢ onfigure terminal
switch(conf)#hostname aptch2950
aptech2950(conf)# enable password cisco

5: MCEHAE®0Y  enable secret ciscolab

switch> enable

switch # ¢ onfigure terminal
switch(conf)#hostname aptch2950
aptech2950(conf)# enable secret ciscolab

6: BE BRI vian 1
switch> enable

interface vlan 1

switch # ¢ onfigure terminal

switch(conf)#hostname aptch2950

aptech2950(conf)# interface vlan 1

aptech2950(conf-if)#ip address 192.168.1.1 255.255.255.0
it

aptech2950(conf-if)#no shut

aptech2950(conf-if)#exit

aptech2950(conf)#ip default-gateway 192.168.254

7: BEARZ NI w1 interface fastehernet 0/17
switch> enable
switch # ¢ onfigure terminal

PL aptech2950 5

P cisco A4

LA cicsolab k5

Jic B A M L3 11 ip A1 o
ENCE AT T
BEE M ek

PL 17 S 11 Sk 5]



switch(conf)#hostname aptch2950
aptech2950(conf)# interface fastehernet 0/17
aptech2950(conf-if)#

8: ﬁ%ﬁ/‘«\ show

switch> enable

switch# show version %58 R4 H M TH A B

show interface vlan 1~ EFEAZIALA K ip WHIHC E (5 K

show running-configure 7% & AC #AL > 5T AL /F H IR B A 5

show interface fastethernet 0/1  ZZFATHAL 1 B2 L HAARBLE S THE B
show mac-address-table #rF mac Mk

show mac-address-table aging-time 7t/ mac Hihilb38 H #2401 [A]

9: ATHMLKE ) BRI &
switch> enable

switch# erase startup-configure
switch# reload

10: W EBARE

switch> enable

switch # ¢ onfigure terminal
switch2950(conf)#hostname aptch-2950

aptech2950(conf)# interface fastehernet 0/17 PL 17 i 1 A 451
aptech2950(conf-if)#duplex full/half/auto 4 full , half, auto —/M1J Ik
it

11: cdp M4

switch> enable

switch# show cdp BH AT cdp 4R E (S B

show cdp interface fastethernet 0/17 AF 17 i H#) edp FC B AH S
show cdp traffic BHEH I cdp WG THE B

show cdp nerghbors  FI| H 5 ¥ & AHIE [ cisco A&

12: ¢sic02950 (1% 51k &2

R AZHA AP Z

HFHe 52811 MODE ##, $6 [ HL ik

7E switch: 5T flash_ini 774 : switch: flash_ini

#F flash FHISCAF:  switch: dir flash:

8 “config.text” A4 A “config.old”:  switch: rename flash: config.text flash: config.old
47T boot: switch: boot

AL NS BEAPC B S, AT no -

HENFE U CEEE flash L SC4F: show flash :



1 config.old” XA 444 “config.text”: switch: rename flash: config.old flash: config.text
1 “ configtext 7 % AN R 4 ] “ running-configure ”:  copy flash: config.text system :

running-configure

R E A TR R E AR, B T

13: ACHeHL telnet 20 FE 2 S
switch>en

switch # ¢ onfigure terminal
switch(conf)#hostname aptech-2950

aptech2950(conf)#enable password cisco A cisco A4 BB % L
aptech2950(conf)#interface fastethernet 0/1 PL 17 3 114 telnet 328 42 8 5 vy 1]

aptech2950(conf-if)#ip address 192.168.1.1 255.255.255.0

aptech2950(conf-if)#no shut

aptech2950(conf-if)#exit

aptech2950(conf)line vty 0 4 W 0-4 AN AL telnet 18742 6 fifi
aptech2950(conf-line)#login

aptech2950(conf-line)#password edge DL edge A g 6 s 0 H P 2 6
THLBCE

ip 192.168.1.2 FHLIP ip 2RI AZ ALty 11 1) M Bk ] — ) 2%
B

netmask 255.255.255.0

gate-way  192.168.1.1 P O T 1 A e L 1 bk

817

telnet 192.168.1.1

HEN telnet JCFE 5% 51

password : edge

aptech2950>en

password: cisco

aptech#

14: ATHAN U E 1 BEF AT RAF

DAt BN WEE

aptech2950(conf)#reload

TR (yn) y: DRAFBCEAR B n: AMRAKRERR

LAE5ET 10S A el B EHLA/ R G4
switch(config)# hostname hostname
TEHET CLI AS # bl B B EWLA R G4

switch(enable) set system name name-string

25T 108 [ASHL LB E H R 14
switch(config)# enable password level 1 password



FEHET CLI Al LB B S s 14
switch(enable) set password
switch(enable) set enalbepass

352 T 10S [MAZ A L BB RE VT 1)

switch(config)# interface vlan 1

switch(config-if)# ip address ip-address netmask

switch(config-if)# ip default-gateway ip-address

FEFET CLI (A el b3 B A Uy 1)

switch(enable) set interface sc0 ip-address netmask broadcast-address
switch(enable) set interface sc0 vlan

switch(enable) set ip route default gateway

4 55T 10S A bl b J5 FHATX % CDP {5 &

switch(config-if)# cdp enable

switch(config-if)# no cdp enable

T #% Cisco B B4 1) CDP i 1% K

switch# show cdp interface [type modle/port]

switch# show cdp neighbors [type module/port] [detail]

TEHET CLI MAS #e bl )3 FHFIX B2 CDP {5 &

switch(enable) set cdp {enable|disable} module/port

T % Cisco BB 4 1) CDP i 15 K

switch(enable) show cdp neighbors[module/port] [vlan|duplex|capabilities|detail ]

535 T 10S IACHbL b 1 34
switch(config-if)# description description-string
T CLI AL i 1 A

switch(enable)set port name module/number description-string

6.(EHET 10S FIATHAIL L B0 E di |- L
switch(config-if)# speed {10|100|auto}

FEFET CLI A He bl L 1 B 1 T

switch(enable) set port speed moudle/number {10/100]auto}
switch(enable) set port speed moudle/number {4|16|auto}

7AEHET 10S AL b 15 B DA R () i i A5 X
switch(config-if)# duplex {auto|full/half}

TEHET CLI A bl b5 LK I 10 B i e =X
switch(enable) set port duplex module/number {fullfhalf}

8.AEHE T 10S HyACHe bl FRLE ## A VLAN:
switch# vlan database

switch(vlan)# vlan vlan-num name vla



switch(vlan)# exit

switch# configure teriminal

switch(config)# interface interface module/number
switch(config-if)# switchport mode access
switch(config-if)# switchport access vlan vlan-num
switch(config-if)# end

FEHET CLI A Hebl L HE B # & VLAN:
switch(enable) set vlan vlan-num [name name]

switch(enable) set vlan vlan-num mod-num/port-list

9. fEHF 10S AN LACHE VLAN H4kek:

switch(config)# interface interface mod/port

switch(config-if)# switchport mode trunk

switch(config-if)# switchport trunk encapsulation {isl|dotlq}
switch(config-if)# switchport trunk allowed vlan remove vlan-list
switch(config-if)# switchport trunk allowed vlan add vlan-list

FEFET CLI (A el EICE VLAN gkt

switch(enable) set trunk module/port [on|off|desirablejautojnonegotiate]
Vlan-range [isl|dotlg|dotlO|lane[negotiate]

10.7E3E - TOS (A HHL_LACE VTP 4 Bk
switch# vlan database

switch(vlan)# vtp domain domain-name
FEFET CLI (A el LG E VTP & B

switch(enable) set vtp [domain domain-name]

11LAEHET 10S [Ag# bl ERCE VTP i

switch# vlan database

switch(vlan)# vtp domain domain-name

switch(vlan)# vtp {sever|cilent|transparent}

switch(vlan)# vtp password password

FEHET CLI A Hepl L E & VTP Kt

switch(enable) set vtp [domain domain-name] [mode{ sever|cilent|transparent }][password

password]

12. fE3F 108 A HAL LACE VTP fiA:
switch# vlan database

switch(vlan)# vtp v2-mode

FEHET CLI A Hebl L HC & VTP AR

switch(enable) set vtp v2 enable

13. {EHET 10S HAZHbl L 3 VTP By #k:
switch# vlan database
switch(vlan)# vtp pruning



fEHT CLT AL L5 8l VTP By

switch(enable) set vtp pruning enable

14 AE5E T 10S AZ L1 e & LUK AR TE:
switch(config-if)# port group group-number [distribution {source|destination} ]
FEHET CLI A Hefl LB LUK AR 18

switch(enable) set port channel moudle/port-range mode {on|off|desirablejauto}

15 AEFE T 10S HIACHbL L AR R A7 AR
switch(config-if)# spanning-tree [vlan vlan-list] cost cost

FEHET CLI YA HpL L AR B A AR

switch(enable) set spantree portcost moudle/port cost
switch(enable) set spantree portvlancost moudle/port [cost cost][vlan-list]

16.E3 T 108 HACHAL L i #3511 1D:

switch(config-if)# spanning-tree[vlan vlan-list]port-priority port-priority
FESET CLI A2 #ebL L ik 35 11 1D:

switch(enable) set spantree portpri {mldule/port}priority

switch(enable) set spantree portvlanpri {module/port}priority [vlans]

17. #EFET 10S A Hpl LAE 2 STP Wi

switch(config)# spanning-tree [vlan vlan-list] hello-time seconds
switch(config)# spanning-tree [vlan vlan-list] forward-time seconds
* switch(config)# spanning-tree [vlan vlan-list] max-age seconds
FEFET CLI (A bl LB STP I

switch(enable) set spantree hello interval[vlan]

switch(enable) set spantree fwddelay delay [vlan]

switch(enable) set spantree maxage agingtiame[vlan]

18. {E4ET 10S MyAZ L 11 L5 825 H] Port Fast 41k
switch(config-if)#spanning-tree portfast

FEHET CLI A el 1 F S FH &5 ] Port Fast AL
switch(enable) set spantree portfast {module/port} {enable|disable}

19. 7E3T 108 HIAZ bl 1 _F A 55245 ] UplinkFast HE1E:
switch(config)# spanning-tree uplinkfast [max-update-rate pkts-per-second]
FEHET CLI AR el 1 L s FH 5045 ] UplinkFast 3 fi:

switch(enable) set spantree uplinkfast {enable|disable}[rate update-rate] [all-protocols offjon]

20. 4y T A AZHAMUEE B — AN SR AR i A ML, B G 4 A B 1 20— 1P ik, AR5 A

I R %144 switch(config)# cluster enable cluster-name

21 T NS gk gk LANER VLAN, RG] R 41 fir 2



switch(enable) clear trunk module/port vlan-range
22. H] show vtp domain E 7<% B VTP 4.
23. M show vtp statistics .7~ B 1 VTP 244

24. 1 Catalyst ZZ#e#l b€ L TrBRF [F) iy 2-an ~:

switch(enable) set vlan vlan-name [name name] type trbrf bridge bridge-num[stp {ieee|ibm}]

25. 7E Catalyst A2 #A/L 52 L TrCRF [y 2 Wik
switch (enable) set vlan vlan-num [name name] type trcrf

{ring hex-ring-num|decring decimal-ring-num} parent vlan-num

26. {EAIEELF TrBRF VLAN 2 J& 5t i) PLES & 43 FC A b Lty 11 %6 DK I A2 48, ) LASR H 4
NrA 4 VLAN Z-ficu 1

switch(enable) set vlan vlan-num mod-num/port-num
27. fir 4 show spantree Y27~ —MAC He L 1 1) STP IRZS.

28. L E—A ELAN (¥ LES F1 BUS, ] LU# F N 51y 2
ATM (config)# interface atm number.subint multioint
ATM(config-subif)# lane serber-bus ethernet elan-name

29. Mt & LECS:
ATM(config)# lane database database-name
ATM(lane-config-databade)# name elanl-name server-atm-address les1-nsap-address

ATM(lane-config-databade)# name elan2-name server-atm-address les2-nsap-address
ATM(lane-config-databade)# name ...

30. @5 o8 it e im0 0E 245 11 R 8l LECS. i 2
ATM(config)# interface atm number

ATM(config-if)# lane config database database-name
ATM(config-if)# lane config auto-config-atm-address

31. KRR LEC LA B —DANFE K ATM T Ly Wi b
ATM(config)# interface atm number.subint multipoint
ATM(config)# lane client ethernet vlan-num elan-num

32. H show lane server ‘7~ LES [FARZ.

33. H] show lane bus {75 bus FRA.

34. M show lane database i 7~ LECS %54k 7 A] N 2%



35. H show lane client 78 LEC HIRZS.

36. H show module &7~ & 3G IR HL A1) 3£ .

37. MW #2575 VLAN 13z
router# configure terminal

router(config)# interface media module/port
router(config-if)# description description-string
router(config-if)# ip address ip-addr subnet-mask
router(config-if)# no shutdown

38. HIrh kB kg r 5 VLAN [FEH:
router(config)# interface module/port.subinterface
router(config-ig)# encapsulation[isl|dotlq] vlan-number
router(config-if)# ip address ip-address subnet-mask

39. JU LANE k#5375 VLAN [fIE#:

router(config)# interface atm module/port

router(config-if)# no ip address

router(config-if)# atm pvc 1 0 5 gsaal

router(config-if)# atm pvc 2 0 16 ilni

router(config-if)# interface atm module/port.subinterface multipoint
router(config-if)# ip address ip-address subnet-mask
router(config-if)# lane client ethernet elan-num

router(config-if)# interface atm module/port.subinterface multipoint
router(config-if)# ip address ip-address subnet-name
router(config-if)# lane client ethernet elan-name

router(config-if)# ...

40. b TAERR AR PR & LREAT B)AS R tHICE, PT LAHT R 41 TOS i 4 k24T
router(config)# ip routing

router(config)# router ip-routing-protocol

router(config-router)# network ip-network-number

router(config-router)# network ip-network-number

41, Jic e BRI

switch(enable) set ip route default gateway

42. J—A I AL B AS S L VLANID, i 768z PSR R AE T 4 i 2
router(config)# interface interface number
router(config-if)# mls rp vlan-id vlan-id-num

43. TEEK B AL RS H MLSP:
router(config)# mls rp ip



44, R THEANHNE R K R AL RS RIS L B AR [F]—S VTP g
router(config)# interface interface number

router(config-if)# mls rp vtp-domain domain-name

45. BEFREN VTP W15 B

router# show mls rp vtp-domain vtp domain name

46. ELRE RSM st i ds b K04 BEEE 11, 7T LULAERE BE R HN R 91 i &

router(config-if)#mls rp management-interface

47. BIRYK MLS-RP [#) B0 & 15 0«

router# show mls rp

48. KR E R I L MLS il &

router# show mls rp interface interface number

49. i THE MLS-SE 35 B Sl i 1y SOANARAEAE— /N i AL BESS% 1_EREE T ) 51K

set mls flow [destination|destination-sourcelfull]

50. A AE MLS Ay el 51 o AAZE, ) BLAE 42 RN A T Sl 4
router(config)# mls rp ip input-acl

51, HIEAAZHAHLER 3 JRAZHRBIN, ATAEAS B BB R AN R 812

switch(enable) set mls enable

52. AU B AL TR (AR, ATAERF RO R R A LU R i 2

switch(enable) set mls agingtime agingtime

53. BWEREZAL:
switch(enable) set mls agingtime fast fastagingtime pkt threshold

54. fifiE 4L MLS-RP Il MLS-SE 25 T MLS, 0] 5E B RA8#eAL 5 | FH 511 b (1) Py 258 P 6f 2 -
switch(enable) show mls include

55. 7R MLS (R A7 15K -
switch(enable) show mls entry

56. Hlir4 show in arp /5 ARP 25 17 X 1) 4 2%

57. BHUE A A ) HSRP & AL 5y, T AERE FC B A8 AT T A i 2

router(config-if)# standby group-number ip ip-address

58. Jy TN el AR EOBTIR L A i AS A 1, AR BT



router(config-if)# standy group-number preempt

59. Uy [a] IN ) A ORI 1) 2 502 n] 0 &) -

router(config-if)# standy group-number timers hellotime holdtime

60. it & HSRP IRER:
router(config-if)# standy group-number track type-number interface-priority

61. /5 HSRP i h 38 IR :
router# show standby type-number group brief

62. Fir4 show ip igmp fffi i 43 [ 2 1) 28

63. JA 4l 1P ZH 9% ik £

router(config)# ip muticast-routing

64. JashE: 10 LY PIM:

dalllasr1>(config-if)# ip pim {dense-mode|sparse-mode|sparse-dense-mode}

65. ) B 2% BN ) PIM:
router# ip multicast-routing

router# interface type number
router# ip pim sparse-dense-mode

66. %5 PIM L :
dallasr1># show ip pim interface[type number]| [count]

67. 7R PIM 4B )&
dallasr1># show ip neighbor type number

68. N THCE RP sk, @AW .

dallasr1># ip pim rp-address ip-address [group-access-list-number][override]

69. IEF—MELAM RP:

dallasr1># ip pim rp-address

i RP AE B AR SS ALVE -

dallasr1># ip pim send-rp-announce type number scope ttl group-list access-list-number
A PG 413 5 RP (bt

dallasr1># ip pim send-rp-announce ethernet0 scope 16 group-listl
dallasr1># access-list 1 permit 266.0.0.0 0.255.255.255

BEE—A RP WUGARHE:

dallasr1># ip pim send-rp-discovery scope ttl

1% S 41 £ RP (AR -

dallasr1># show ip pim rp mapping



dallasr1># show ip pim rp [group-name|group-address] [mapping]

70. {E# 23 10 L 4iv4 ip multicast ttl-threshold ttl-value %7€ TTL [{{H:
dallasr1>(config-if)# ip multicast ttl-threshold ttl-value

71. Hi show ip pim neighbor ‘& 7~ PIM 4f )& 3£ .

72, WoRALRRIEAR K AR P S Al R

dallasr1>show ip mroute [group-name|group-address][scoure][summary][count][active kbps]

73, B AR MU AT TP 4% .-
dallasr1> #debug ip mpacket [detail] [access-list][group]

74. B CISCO # hi#s i & CGMP:
dallasr1>(config-if)# ip cgmp

75 EE AN AR A, I TE R E A R AL
dallasr1>(config-if)# ip igmp join-group group-address

76. KM CGMP:
dallasr1>(config-if)# no ip cgmp

77. I3 s AL L) CGMP:

dallasr1>(enable) set cgmp enable

78. 1%5K Catalyst AZZHe#l I CGMP ¥ L E % D«
catalystlal>(enable) show config

set prompt catalystlal>

set interface sc0 192.168.1.1 255.255.255.0

set cgmp enable

79. CGMP B JT {1 1 A
Dallas SW(enable) set cgmp leave

80. 7t Cisco W& B SCaE il v 11 4% AL
R1(config)# line console 0

R1(config-line)# login

R1(config-line)# password Lisbon
R1(config)# enable password Lilbao
R1(config)# login local

R1(config)# username student password cisco

81. 1E Cisco 7% LW E & & vty S 1 [F 415 R -
R1(config)# line console 0



R1(config-line)# exec-timeout 5 10
R1(config)# line vty 0 4
R1(config-line)# exec-timeout 5 2

82. 7E Cisco Bt [ B E RN K -

R1(config)# privilege configure level 3 username
R1(config)# privilege configure level 3 copy run start
R1(config)# privilege configure level 3 ping
R1(config)# privilege configure level 3 show run
R1(config)# enable secret level 3 cisco

83. Al i privilege A€ LAEZRAALG N AEH] T4

router(config)# privilege mode level level command

84. WL R K

router(config)# enable secret level 3 dallas
router(config)# enable secret san-fran
router(config)# username student password cisco

85. PR E L WoK:
R1(config)# banner motd ‘unauthorized access will be prosecuted!”’

86. W'H vty Uji]:

R1(config)# access-list 1 permit 192.168.2.5
R1(config)# line vty 0 4

R1(config)# access-class 1 in

87. FC'E HTTP Vil

Router3(config)# access-list 1 permit 192.168.10.7
Router3(config)# ip http sever

Router3(config)# ip http access-class 1
Router3(config)# ip http authentication local
Router3(config)# username student password cisco

88. ZLJAJH HTTP Vs, iHHEALL M4
switch(config)# ip http sever

89. 1EIET set A MIAZHAL EH setCL1 J3 S FIAZ S 22 42
switch(enable) set port security mod num/port num...enable mac address
switch(enable) show port mod num/port num

FEFE T CiscolOS fir 4 FIAZHML_L A Bl A% S0 1122 4
switch(config-if)# port secure [mac-mac-count maximum-MAC-count]
switch# show mac-address-table security [type module/port]



90. H 4 access-list fEARMEIR (S il &R P A — 41l ¢

Router(conﬁg)# access-list access—hst—number {permit|deny} source-address [source-address]

91. M4 access-list 764 JEIEAR B I JER T O — 4l 5%
Router(conﬁg)# access-list access—hst—number {permit|deny {protocol|protocol-keyword} } {source
source-wildcard|any} {destination destination-wildcard|any} [protocol-specific options][log]

2. Jof -ty N s e BB, OB e ST A B A iy A% 2

R1(config-router)#distribute-list access-list-numbername in [type number]

93. S Jatr Ah s B SR, TG K R SR 0 S A 1) i A U
R1(config-router)#distribute-list access-list-numberjname out [interface-name] routing-process|

autonomous-system-number

94. set snmp iy 2 Il :
set snmp community {read-only[ready-write[read-write-all}[community string]

95. set snmp trap AW T
set snmp trap {enable|disable}
[allmoudle|classis|bridge|repeater| auth|vtp[ippermitvmps|config|entity|stpx]

set snmp trap rver_addr revr_ community

96. Jii Hl SNMP chassis [
Console>(enable) set snmp trap enable chassis

97. JaHIJii#i SNMP chassis FfPf:
Console>(enable) set snmp trap enable
45 H] SNMP chassis Bl

Console>(enable) set snmp trap disable chassis

99. 4+ SNMP BaBFfcR I — 451l ok
Console>(enable) set snmp trap 192.122.173.42 public

100. show snmp %t 45 F o
101. 774 set snmp rmon enable ¥y 25 R .

102. %7~ SPAN 15
Consile> show spanCISCO A2 WL AL & iy 2 N4>



