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DHCP server

= IP:1.1.1.1/24
B MAC:1-1-1

Switch

P:1.1.1.3/24
MAC:3-3-3

-
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[ ] P111224 e IP1.1.1.3/24

MAC:2-2-2 - MAC:3-3-3
Attacker DHCP client

T Bk, A LATE A RRCE IP Source Guard ThRE, XFHENE: M 1P R0
e RILERE, IRCNERMEER -, RrHEd, SUEFHRL.
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EENMET:

e BE[I+IP

e ZI1+MAC

e BE[1+IP+MAC

o JZII+IP+VLAN

e H:[I+MAC+VLAN
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fE VLAN #1E R

e VLAN+IP
e VLAN+MAC
e VLAN+IP+MAC
o  VLAN+IP+Interface
o  VLAN+MACH+Interface
o  VLAN+IP+MAC+Interface
1. FEEHT VLAN 117 IP Source Guard:
D . EREIPIR TR B I RE -
[Switch] wlan 100
[Switch-v1anl00] ip source check user-bind enable
2) . MEIPHR R I,
HIC B A TIPS VR IPHBIE FVRMACH I /2 75 TLRC S8 & 3
[Switch-v1anl00] ip source check user-bind check-item ip-
address mac-address
[Switch-v1anl00] quit
3) . f#f display ip source check user-bind fiv4 FI SR & F IP 4R SCK A T ERY
PLEAE S .
[Switch] display ip source check user-bind
IPSG VLAN ID : 100
IPSG check items : IP | MAC
HH 1P| MAC o IP #SCR B TUAYER 1P kA MAC Hitik
2. FCEETHEOM IP Source Guard:
D . fEREIPHR A A ThRE .
[Switch] interface gigabitethernet 1/0/1
[Switch- GigabitEthernetl/0/1] ip source check user-bind
enable
2) . MEIPHRCk &I,
#ITC B R IPHRSCIVE IPHBIE AR MACHB I 2 75 UL iC 4% 18 R
[Switch- GigabitEthernetl/0/1] ip source check user-bind
check-item ip-address mac-address
[Switch-v1anl00] quit
3) . {#i[f] display ip source check user-bind #4 SR & F IP ) SCH B Ih AL
MBS S .
[Switch] display ip source check user-bind
IPSG interface : GigabitEthernetl1/0/2
IPSG check items : IP | MAC
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IPSG 48 E #L#l

1.4 MH

IPSG alarm : Enable

IPSG alarm threshold : 360

HA 1P| MAC &R IP SR B TUAYR 1P Hihk AR MAC Hitik.

IP Source Guard > 745 E R ALFE:

o XIT DHCP Zh& /7, 4ffifit DHCP Snooping WiRE G 2 sh A g 2 %
o XTHSHEH,, TEFINLEHSHER.

1.4.1 IPSG Ky B2 RYZA P N7 FH

i 1-2 Fix, HostA 5 HostB 43715 Switch [ GE1/0/1 F11 GE1/0/2 #: LIAHE . H P
) IP Hbhb 2 ER A ECR, ESRAE HostB ANAE{ E HostA 1 1P fil MAC #0455 2%, &
IF HostA ] IP ) SCRE IE S Fi%,

Al 75 EAE Switch I AME I _EAERE IP ST A DIRE, JFECE HostA 1 SI0E R

[E]1-2 BZE IP Source Guard £HM[E]

Switch

GE1/0/1 GE1/0/2

Packets:
SIP:10.0.0.1/24

Iy % Vo | SMAC:1-1-1

Host A Host B (Attacker)
IP:10.0.0.1/24 IP:10.0.0.2/24
MAC:1-1-1 MAC:2-2-2
# Switch fAHC & SR

#

user-bind static ip-address 10.0.0.1 mac-address 0001-0001-0001 interface
GigabitEthernet 1/0/1 vlan 10

#
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interface GigabitEthernet 1/0/1

ip source check user-bind enable

ip source check user-bind alarm enable

ip source check user-bind alarm threshold 200
#

interface GigabitEthernet 1/0/2

ip source check user-bind enable

ip source check user-bind alarm enable

ip source check user-bind alarm threshold 200
#

return
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