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4" ZHINIE
sessionld string TAMESIE £ Z NNER AN ESE =
deviceType integer(int32 | & &K AU “6”: httpAPI 25U =
)

seedMessage | string HESH ZHINERT s fESE 5
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serviceld string BR%22 ID(R%E 1 = 2
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Accept BRI
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Error code BAREEREORSHEST

AY

4. EOIRASHE

RESHD SEAWR T4 HA

200 AUTH PASS TAUF R IA

201 AUTH CHALLENGE challenge &3k
202 USER NOT EXISTS AR EHE

203 AUTH _EQUIP_ERROR INIER&{E B IR
210 AUTH EQUIP ADDRESS ERROR IAUE R b3 EER
204 AUTH CONFIG ERROR MR & 22 B B $E1R
205 PASSWORD ERROR B/ A tE R
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206 NULL PASSWORD
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1.3 ZBfB/NF 16 L

BENF 16 AR, BARE 16 MAIED R 0EZRAERB AL, ARTERAZHEHITINE.
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2 INIEREILH

T2 java SSHLIMESH], HAES B AEEMAEN java 777ELI .

1.4 BEHRSINE

authType 1

G
%k
« B ERSBIBIAL
*/
@Test
public void staticPasswordTest() throws Exception {
Map<String, String> parameterMap = new HashMap<String, String>();
parameterMap.put("clientName", "http-001");
parameterMap.put("sharedSecret”, AESUtils.encrypt(*123456",
"123456")); //"123456" A Z 4
parameterMap.put("loginCode", "test001");
parameterMap.put("loginWord", AESUtils.encrypt("!QAZ2wsx", "123456"));
parameterMap.put("authType”, "1");
parameterMap.put("deviceType", "6");
parameterMap.put("serviceld”, "THS9EAGAD");
Responselnfo responselnfo = executeRequest(parameterMap);
Assert.assertEquals(200,responselnfo.getCode());
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1.5 BHFSINIE

authType 2
KBRS

[*x

« B RS EASIALE
*/

@Test
public void dynaPasswordTest() throws Exception {

Map<String, String> parameterMap = new HashMap<String, String>();
parameterMap.put("clientName”, "http-001");
parameterMap.put("sharedSecret”, AESUtils.encrypt(*123456",

"123456")); //"'123456" HIZ B4R

parameterMap.put("loginCode", "chappy");

parameterMap.put("loginWord", AESUtils.encrypt("872110", "123456")); /7SS
parameterMap.put("authType", "2");

parameterMap.put("deviceType", "6");

parameterMap.put("serviceld”, "HS9EA6AD");

Responselnfo responselnfo = executeRequest(parameterMap);
Assert.assertEquals(200,responselnfo.getCode());

}
1.6 BEREIAIE
authType 3
LIRS

[*xx
* /E:'éf ’E‘Eg'i}\ﬂ
*/
@Test

public void hybridPasswordTest() throws Exception {

Map<String, String> parameterMap = new HashMap<String, String>();
parameterMap.put(“clientName”, "http-001");
parameterMap.put("sharedSecret”, AESUtils.encrypt("123456",

"123456")); //"123456" B ZH4

parameterMap.put("loginCode", "chappy");
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1 parameterMap.put("loginWord", AESUtils.encrypt("!QAZ2wsx8712771111",
"123456")); //Exigen@2012 AERZSERY, 473171 AHESHS
parameterMap.put("authType", "3");
parameterMap.put("deviceType", "6");
parameterMap.put("serviceld"”, "HS9EAGAD");
Responselnfo responselnfo = executeRequest(parameterMap);
Assert.assertEquals(200,responselnfo.getCode());

1.7 ZHIAE

ZHINERREIMER, BEWH seedMessage S8 = (0/1)
0: RAkiE

1. RRKIEERE

S¥ sessionld TS

authType 4
LI

%k
* ZHINIIE
*/
@Test
public void multiStepTest() throws Exception {
Map<String, String> parameterMap = new HashMap<String, String>();
parameterMap.put(“clientName”, "http-001");
parameterMap.put("sharedSecret”, AESUtils.encrypt("123456",
"123456")); //'123456" It Z 4R
parameterMap.put("loginCode", "alice01");
parameterMap.put("loginWord", AESUtils.encrypt("Exigen@2012", "123456"));
//Exigen@2012 HERZS L
parameterMap.put("authType", "4");
parameterMap.put("deviceType", "6");
parameterMap.put("serviceld", "HSAC851E");
parameterMap.put("seedMessage”,"0"); /0. A2 %5 EA%, 1L.X%EEEDS
Responselnfo responselnfo = executeRequest(parameterMap);
Assert.assertEquals(201,responselnfo.getCode());
Assert.assertNotNull(responselnfo.getContent());
parameterMap.put("sessionld",responselnfo.getContent());
parameterMap.put("loginWord", AESUtils.encrypt("238768", "123456")); //238768
ANSEG
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responselnfo = executeRequest(parameterMap);
Assert.assertEquals(200,responselnfo.getCode());

6. Postman iz S2451

1% & postman

SETTINGS--->General > [#] SSL Certificate verification

SETTINGS

General

REQUEST

Trim keys and values in request body

New Code Generation Mode

S5L certificate verification

Always open requests in new tab
Always ask when closing unsaved tabs
Language detection

Request timegut in ms (0 for infinity)

Max response size in MB (0 to infinity)

Automatically persist variable values

earn more about variable values

WORKING DIRECTORY

Location

C\Users\Administrator\Postmantfiles

earn how to set up your .'.'-:"’."":: directory

Choose

HEADERS

Send no-cache header
Send Postman Token header
Retain headers when clicking on links

Automatically follow redirects

Send anonymous usage data to Postman

USER INTERFACE

Editor Font Size (px)
Two-pane view

Show icons with tab mames
Variable autccomplete

Open Launchpad

@ oN
@ on

@ on
@ on

@ on
@ on
@ on
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1 &8 body EEIEER

iR E0HE 5 A9 loginWord BESCE:IQAZ2wsx87127711

Body ®

none form-data scwww-form-urlencoded binary

1 [¢ cLienthame

http-881”, "sharedSecret™: " 04SKNNTFpKVOSTVpdCUbXE

y@8qVHOVi pud 5

GOKDGCBp20aEmF JE4UOXPKLNYKEB=", "authType" 1, "deviceType" :6, " serviceld

HSOEABAD"}

2 ML

Untitled Request

POST v | hitpsi//192.168.1.113/as2-api .

ASKNWTFpKV

g—8loginCode-apitestRlogi -Ay08qVMovipwdZ5qOKDGCOS2; G

Body ®

nane form-data

xwww-form-urlencoded @ raw binary GraphQL B4

1 [ clientane

ttp-001", "sharedSecret”

04 SKNT FpKVOSTV pdcHbXe:

LoginCo

apitest”, "loginHord”

“Ay@BaVHovipwdZsal

BKDGCBp20aEmF IE4UOXDKLNYKEE:

authType™:1,"deviceType":6,"serviceld"

o Status: 200 OK 768 e R
Preny A -
1
2 "code": 200,
3 "message”: "A
2 "content”:
H
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