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Table1

Evolution of Stuxnet versions
Date Description

November 3, 2005 C&C server registration

Evolution

Stuxnet 0.5 was submitted to

a malware scanning service in
November 2007 and could have
began operation as early as
November 2005. This version is
designed to stop compromising
computers on July 4, 20089, and
stop communicating with its
command-and-control (C&C)
servers on an earlier date of
January 11 that same year. The
compile timestamps found within
most of the code appear unreliable

0.500 November 15, 2007 Submit date to a public scanning service

0.500 July 4, 2009 Infection stop date

1.001 June 22, 2009 Main binary compile timestamp

1.100 March 1, 2010 Main binary compile timestamp

1.101 April 14, 2010 Main binary compile timestamp

June 24, 2012 Infection stop date

and generally are in the range of the year 2001.

Evolution of Stuxnet exploits
Vulnerability [0.500 |1.001 (1.100

Description

CVE-2010-3888 X X Task scheduler EOP

CVE-2010-2743 X X LoadKeyboardLayout EOP

CVE-2010-2729 X X X Print spooler RCE

CVE-2008-4250 X X X Windows Server Service RPC RCE

CVE-2012-3015 X X X X Step 7 Insecure Library Loading

CVE-2010-2772 X X X WinCC default password

CVE-2010-2568 X X Sherteut Ink RCE

M509-025 X NtUserRegisterClassExWow/NtlserMessageCall EOP

Evolution of Stuxnet replication

Replication Technique
Step 7 project files

Based on an internal version number
this version of Stuxnet is 0.5, the
earliest known version of the Stuxnet
family.

The only method of replication in
Stuxnet 0.5 is through infection of
Siemens Step 7 project files. Stuxnet
0.5 does not exploit any Microsoft
vulnerabilities, unlike versions 1.x
which came later.

USE through Step 7 project files X

USE through Auterun X

USE through CVE-2010-2568

Network shares

Windows Server RPC

There are differences in exploited Printer spooler

vulnerabilities and spreading
mechanisms between Stuxnet
versions.

BB
Bl e
Bl e

WinCC servers

Peerto-peer updating through mailslots X

Peer-to-peer updating through RPC
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OUTBREAK: THE FIRST FIVE VICTIMS OF THE STUXNET WORM

The infamous Stuxnet worm was discovered in 2010, but had been active since at least 2009
The attack started by infecting five carefully selected organizations
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Modular malware v v

Kernel driver based rootkit v v very similar

Valid digital signature on driver Realtek, JMicron C-Media

Injection based on A/V list v v’ seems based on Stux.

Imports based on checksum v v different alg.

3 Config files, all encrypted, etc. v v" almost the same

Keylogger module ? v

PLC functionality v % (different goal)

Infection through local shares v Mo proof, but seems so
| Exploits v ?

0-day exploits v ?

DLL injection to system processes v v

DLL with modules as resources v (many) v (one)

RPC communication v v

RPC control in LAN v ?

RPC Based C&C v ?

Port 80/443, TLS based C&C ? v

Special “magic” keys, e.g. 790522, AE v v lots of similar

Virtual file based access to modules v v

Usage of LZO lib ? v multiple

Visual C++ payload v v

UPX compressed payload, v v

Careful error handling v v

Deactivation timer v v

Initial Delay ? Some v 15 mins

Configurable starting in safe mode/dbg | v v’ (exactly same mech.)

Table 1 - Comparing Duqu and Stuxnet at the first glance
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B AL AR A AL R AR A B BOR B AREE . Ao R AR
AENEIRE T TR, A0 4 AN AT T DU AR A 5 R T

(=) RBFRFORE

2007 4, 7EE R A FHF 4 (Crypto2007) £, REXK
B 5% 5 % K Niels Ferguson fa Dan Shumow A A & & 4
# ¥ Dual_EC_DRBG #AENJ& [TH T itk , HibiE# 42
J T8 SO A SR A B 2 By T O Z 3 R R R
WRXLEEREAFHRUAETE, HEFRITEEBELFNHEX
aa N Fu g, W R FIRGZEE A REANFFINE 32 NF
W, BTHBTARET A A RS B FH (LE 4-1) B,
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The Attack How this works:

+ Output 5, the set of possible values of 5., the internal < One of the values x = ,[I

state of the Dual Ec PRNG at the subsequent step. ' ' . . .
. Suppose an attacker knows value e, If A is the point with x coordinate f;then:

Given: a block of owlput o, from a Dual EC PRNG A=r*Q
Instance
Set 5=}, Thus:
For0sus2% -1 ple"A) = @le” " Q)= @(r" P) = s,,.

=>§5,,isin 5.
Ify = 22 mod p exists == A = (xy)ison the curve  * |S] = 2%
S=S5U{ple Al

B 4-1 Dual_EC_DRBG & ¥ F| F & &

B REFEY, % it# 2t FERE N
"B VA LEE, Hbxx—EFENt RN RT 9RE E
W, B2 20134 (AN FHx —FF AL,

(2) %

20134 9 F1 6 H, £E (ALMIKN & “NSA f4 Fit
Pl EARRAGRE” —XrREP: “HaFRKAUER
5, NSA £ 2006 4 NIST R4 H —AMrEFHEN T IR, 1Z
PRV G R EA 163 Ak B E B Bl IR AR (L A 2R 4. HLE
Hy NSA &G IESE, AL o 40 % K 2007 4 5ty Bodr
a2 H NSA L. NSARE T R—4nf, FEHHH
EHREFAL, BTERMY —AKE Lk . 7 @
W —iE 2 R 2 /5 5 F IR a8 1T X7 (SIGINT Enabling Project )
Wy —E 45, TR AEIRE 2.5-3 10 Tk, UME “FIM &
5 EEAANE T b R, Pk B fo/sl AT HOA R Bk
BRI, 7 ZAAE 2013 SE A F R F A —NE TR R
B AR EAREOK. fpERAR” (JLE 4-2. 4-3) W,
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TOP SECRET/SITK/NOFORN

(U) COMPUTER NETWORK OPERATIONS
(U) SIGINT ENABLING

This Exhibit is SECRET/NOFORN
1 FY 2012 Enacted FY 2013 Request FY 2012 — FY 2013
FY 2011 %
Actual Base 0co Total Base 0Co Total | Change | .
Change
Funding (M) 298.6 2754 - 275.4 2549 2549 -20.4 -7
Civilian FTE 144 143 143 141 141 -2 -1
Civilian Positions 144 143 — 143 141 —_ 141 -2 -1
Military Positions
! Includes enacted OCO funding. Totals may not add dee to rounding.

B 4-2NSA “E5HHMAE IR K
(U) Project Description

(TS//SIINF) The SIGINT Enabling Project actively engages the US and foreign IT industries to covertly
influence and/or overtly leverage their commercial products’ designs. These design changes make the systems
in question exploitable through SIGINT collection (e.g., Endpoint, MidPoint, etc.) with foreknowledge of the
modification. To the consumer and other adversaries, however, the systems' security remains intact. In this
way, the SIGINT Enabling approach uses commercial technology and insight to manage the increasing cost and
technical challenges of discovering and successfully exploiting systems of interest within the ever-more integrated
and security-focused global communications environment.

K 4-3NSA “f5 5 g B e iTR” HRIHR

201349 A 5 H, RE “TH/H” FIX “EE [ EHA 4
TR BB M e A fn e 27 Bl $fa T ok B #7555 XAk
FAH KX NSA FIRBUMEB W AW “F47 T
(BULLRUN) (JLFE 4-4)4,  Fr “NSA 8 5 & W 41815 #
NP EI R S, R EZ N EHRERIE. ” NSA &
G ZE N ES MV, G HTTPS, IPEF i aE
BE (SSL) %, % AT B R, NSAWE MRy Ed
N C“FUF SR EAT LA ERPE B AEXRRY , ELA
P b AN IR L
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ORIGINAL CLASSIFICATION AUTHORITY : _

1. (TS/SI/VREL) Project BULLRUMN deals with NSA s abilities to defeat the encryption
used in speciftic network communication technologies. BULLRUN involves multiple
sources, all of which are extremely sensitive. They include CNE. interdiction, industry
relationships, collaboration with other IC entities, and advanced mathematical techniques.
Sewveral ECls apply to the specific sources, methods., and technigues involved. Because
of the multiple sources involved in BULLRUMN activities, “capabilities against a
technology™ does not necessarily equate to decryption.

B 4-4NSA “F4” HRIHEE

X M6 48 3T 7 5] AR A Bk AU N B 5 E, 1 NSA #
0 R A IRE A NAT A I &M Al &, 2013 4 12
HA27H, B “FABHE (Tor) FEKCETFRES -F
JU 7% #3985 ( Jacob Appelbaum )7 % 30 J& B i {5 A2 (30C3)
FRART —4MEN PPT XA, H @28 NSA £ xt &
HERNIAHRARRFZOETFEARL., mREERFE.
B ok E TR A&, & T A DELL. HP. Juniper.
CISCO %@ il d b, P DL/REgilk 7, MhifsE NSA X+
— WV EFAEEERF, HEXENEOWE IR
EBEXHENT, B OLBERL NSAWEELREXEFH.

2013 4£ 9 A, £ B X A% K L 44 Matthew Green )
KAEEX ‘xR TAENLAEL” , 18 “NSA F44 5
2510% ., W7 T XA F KO

1. K E FARECHERZ NIST AR DL 55 % 5 £ 4

2. MIFER R 2T, BB

3. B BRAEMETT K B A1E, 55 fhtn i Bk a4k 4 R K
EH R

4. BE T —K 4G FAGEA 9 % R 4
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FrAx AR NKRT, {22 NSA W@EER
#MPL ‘BULLRUN’ 4. ”

Dl - St — S TR — 2% R AN = %A
REmBEE. AE W EEGEERRERFEANET. E
BENZET, AEREKHIGE, W RALIRER TE W,
MALELW “BR” HHEREER.

2013 4 12 A 31 B, th A Bt B 14 B 5] ] B #( Aris)
A A8 X “Dual EC_DRBG E17: — AW EEH” 1, £4
EEEFN TR, SH THARNE L, “NSABEBERET
AN, B RS TY, e RENABIREU 24T
THATME. CFERANAFVNMAEAMNT, LILATR
EZ| NIST By i B A2 T2 WAL X & B 2006 7 47
% (DanShumow ) Fu /2 B - # 4k (Niels Ferguson ) #% i
Wt s, #F % Fat NIST SP 800-90A I X &b My B L. %
1 X R # ZDNet. Slashdot % % M 4 15 KT 18] P 3k 4% £
fote 4

2014 4, xEAw -  ELSHA¥FANHFL - ELRK
(Stephen Checkoway ) F#F AR AEA LI T Mk &
Al 2 M R 3 U B O R A B, Al AT %% ) Dual_EC_DRBG
BT TLS (Z2afEmE, A TERANRENARF 2
B3R GEOR M A 3R M) LAHTRE 0N, B
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OpenSSL-FIPS. Windows SChannel ( 2¢4 TLS #16 T % %)
LR RSA BSafe tn % &, ¥ 45 R An 4 & &7 USENIX %
At (WE 4-5) B Hep5x ke, FIFE CPU SIHH
8, WEHHIHTH, BTURGEETEH, BIETZ
PROER B @ TR R f e, & F{# F Dual_EC_DRBG
LI TLS 21 # 2 T A,

Attack Intel Xeon Reference System 16-CPU AMD Cluster
222 Candidates (s) Expected Runtime (min) Expected Cost  Total Runtime (min)
BSAFE-C v1.1 - 0.26 16 0.04*
BSAFE-Java v1.1 75.08* 641 38,500 63.96*
SChannel I 72.58* 619 37,100 62.97*
SChannel II 62.79* 1.760 106,000 182.64*
OpenSSL-fixed I - 0.04 3 0.02*
OpenSSL-fixed II - 707 44,200 §3.32*
OpenSSL-fixed II1 - 2k.707 2k.44.200 2%.83.32

K 4-5 & 3% B % F| fl Dual_ EC_DRBG ¥ xt T 6 TLS LHARATHHHER

BHEF - ERRFANFR, 4 AT ZHEA A 2013 4
12 Fl 21 HBF A4 A “H 4 NSA §%4 7 L R EH % &
F” AR, Hdg i, NSA #itE ik 1000 7 % 76 H
W, A A8 RSA ¥ Dual EC_DRBG {£ % BSafe &
P LB A Rk, B B AR KA T B R AUAR B 5.

(W) SRELES

EAkE “THR” 2013 FHRE=: “NSA B#E T
ZRHE T EALBRR AR . AR R A b R BB
P 3 A5 224 9 PR B8 IF 3R A I B T T 98 9, T NSA R “f
ARE” , —HERRE A KB e R .
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2015 £ 5 F, X£E “HEL” (Wired) X L% “FH
AR R T kT B s — 00, R 2t 5T AR
AN —/NE B2 90 1% B 72 B < 92K I/ “Logjam” ,
VP A 2 AR 2 IR P Ak T B o P sk R R R
B a Wy AE. “ITa MR Es NSA XHE, RI1K
I NSA xf VPN W 3E 520 — 28 , FIRAREFEF
ZE

2015 4, WEREEFETAEWARR - AEHE
( Daniel Bernstein) £ A RN ZE R 2 ICT it%|. 2 ¥
HRUALFLZNHEIHH T, 5 NSA RS m s airg
HARZR T 34T T REH S, R R X “Dual EC: — /M
BEAE T M, Zh XM EE T 454 5 1T Dual EC H i #t
N NIST iR E A2, BFE s RELE A TH R S
o R, Bk T X —Ja T AR FSE R R B AR R B AR
A, 00T ZEREMFTENES R AR DR EZX
Toy. XERE, RELARENRZ NSA ALK 5 e
ERRENERRNTE, BWET10 Dual EC Hi AR,
AR NSA RAMTES WKL —FA. X — 2R EHH
Crypto AG =P i 52.

2020 F 2 A 11 B, XE (ERGERY . BAEBN=
& (ZDF) oz +4215) # w40 (SRF) &7 Bk & Er e,
B Ot K B T3 - B9 Crypto AG /A Bl £ anf 4 £ . EHE
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WAL E . Crypto AG KFE BN X F A& 7~ 5 4 4y
#1% &R K. 20 4 60 4% F ], CIA F1 NSA #IL{E Crypto
AG FA F T Z A, UARA B £ E i NSA T4 K
THey AT A L. Crypto /A F 7E 1967 4F48 W T 3 —
RET N, LA ITHEREET2E NSARIT. B 20 it
2,70 FRUK, CIA 5EEKAKEHA (BND) LEFH
Crypto AG 9 JRAX, I o #£ ) H A0 1 A2 3 120 B K #y @ 7
Rk &N TSR, BRI AT AR L5 A E
TRRE BA e R P 6 e 5 8 R A 2

BT KA, 7520 #4280 %, XEFHE A AHEN
K% 40% W 4ME FAE Sk B Crypto AG 55 40 % %, 2 IR IE B,
EHLERTEEMHY, H4E Crypto AG W E T (fildm, ¥
[ 8 2 Bt CIA {# ] Crypto AG Tk B AR 28 F A 1§ I
FHLEFEE) . 1993 4, 7 BND R i 5§ X E & Crypto AG
HEEDRER R B, EEMY TAE 77 280 B JF 48 54
Crypto 8. HZ| 2018 &£ 44, CIA —H & Crypto AG /A
AWM AA., X—FHFNBELE X EFHRKBRN G,
W EFERAET RN EEFHRNAZ B FET LA
KR

(R) &

I HER RN EZ 2R a2 —, SHENEH
Jin 5 S 7% T DUORAIE ) 4% 8 4 45 B e . BE B LS VPN
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fo HTTPS EWH &K Z B EBRM BA R foln AR, &
K Z AT IS g N AF R b W BN EEAR TR
Ko Xt NSA kLA F 5. Hrid B M E N NSA Xt & E W
G, BRES, Wi AARNEEERIE. £, ARFE
77 W E R E AR

ZERAKLAANEERRARE NN LELL
A 55t Aal, ZEE KA IR YT, 2 IRAEH B A T,
BB Y B R E AN 1, xt B O R LR <R
52 0 201349 A 10 H, T xthn AR SP 800-90A Hy
Jige, NISTAFLRTFEW:  “TATE@ IT W42 R%E
Wk, A EIRERE . AR RKIEAFE. NIST A4
ZIEH 5 — T an . BAOERERATES, 5 nEERK
A1, K % BB Ao AR T Al 57 5 58 K B hn S AR T NIST
F R EHA R T A KA F AR, 2015 4, NIST £ 47 SP
800-90A B1ThR, 4% ¥ H ) Dual_EC_DRBG, #if =l
fosf R R xt NIST B15 B &8 UK &, 7 2015 4F DLk £
AN e B AR R L HAAT T B A AT T AR R R R
T B EZ ARG, G2 7 /R S0 308 0 F SRS b 4R R
PR 5 88 A 2T H AL 56 77 K LR R BB PG B, AITAEIE B 2%
BEWERBEABEEANTEI], MAREFLFHIT H AR
el
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FhR BEHADHSEHE— “AIENAR” ENFHKE

E 2T NEER Y, ARBERZZERE, £24
THREZGWE., WREFEFTNEHEF, B ER KA DL
&

2015 4F 2 F| 18 H, & E#4K “#2# %" (The Intercept)
KA R ARKILT 5 NSA a8 7ES A Kt R Al &
EHE XEW, HET FEMENFRAR, ELT EE
FIHE B TR “BA” hREFES, 5l kML LeR
Eo. WMEFEHARI|REAFRLIEZR FBOL “HREA
7, NSAMJKE “FrAA” §6 7 b ok A o ol b 2 30
%,

(—) FHEMm

R4 2014 48 1 A, £iE#H % BIOS Z 2 M &% 2% %
R - A% (Darmawan Salihun) FF457E InfoSec #F %
Fir (InfoSec Institute ) W35 & 5% & 5| X &, 4485 NSA 8
BIOS /& |7 DEITYBOUNCE. GODSURGE %, FF¥ixib X
BRGERA LR B,

2015 4F 2 A Z 3 A, FEHERA R I HREEE,
WHELHN “HAEKXUL” (Equation Group) Hy APT 414,
MECER T 204, & “FW” fo “XMG” mEmiEe&
Y&, ERFEREMBERT AR T e LA
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BEHHR, EFH. ®EH. AL, FE. ZE. XE
FERBRIONERRRTITRT S EE LA EH. A
T “ARAAL” FEANSERFAE REKNH, FE
MR L EHLTRETRES .

(=) HFrayrgted

2015 4 2 Fl, FEHELREAYET “HTRALL”
SE ot Tkry W 2 8k 7E 20, AREL g I B R R B AT
#. FEMELE LA ZBHERERS, 2T “HTREILA
7 1 1% % A & 4144 40 : DoubleFantasy . EquationLaser. Fanny.
EquationDrug. GrayFish. TripleFantasy, 3% %] 7 %8 4 [
% 5 # . EquationDrug. GrayFish X & F &, #M 7 &4
2 Bt ExZR (JLE 5-1) Bl JHHER T “HRAA4”
5 “BEW> ZEMEKF, 481 Fanny £ 8B AR B IR R E
2009 4F 6 H £ 2010 4 3 A# “E P .

Equation group malware family

ummmmm;m:
n (A
=

oot KVE20102560)

Equation plafrom Flame platfors

GREAT KASPERSKY#

B 5-1 “FRALR” MX44
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2016 47, FEHTEME RCHEZWE EME, BIET BE
M “HF2LAN” (Shadow Brokers) %t NSA %3 B
T “ORAAL E,

FEHEEE, “HTRAAR” e E TP A A E
BB EAIEFAMGEN. BRIERFRLIAN, HTAH
ZEHFNREAAT BN ESEGEREERRLENFE
@ (LE5-2) B, BEFANERAFT X AL, AT
W “HBRAUL” B ARD 2 AR BT A M An R 5 0 0 R R
P 2% 2

B 5-2 BHERBHERRRT

FEHEHE FTERILAL B, FRXT 201543 A5
Hfo 4 A 19 BEailam THE “HRIAL HEI TR
HRO . “BRFHAEFARLE ——HKRFTERX
(EQUATION) #l AN E44F” |EH, 27 “HEX
PR TEREFENAREN. XAKAXR. BHEERE.
A X C2 ik, R, N T RBEES A EYR
27 B sOoN R (JLE 5-3) 0o,
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TripleFantasy
#2012 FE L

Shemim A >l DoubleFantasy
oo £42004-2012

-
— = HwIABFEE. EF
Ty ST . ESzensEs
I ‘*’
EquationLaser ETR p| EguationDrug liniE » GrayFish
2001-2003 ik I E 2003-2013 H B 008-FE 5

B 5-3 “FRALL” FAGXEATEH

7E “77 #2 X, ( EQUATION )& 44 44 = 8 i 55 55 440
Wt F, TRNE T AL AR S ANAA ) AR BB o] 2538
Wohn 55 5 7k F S5 40 VB R AT IR, HE A T B F A
WL R R S5E (LE 5-4) B,

sk 2 Sk 32 Sk 4
Sk
Ek 37 Sk 3B Sk 39 Sk 40
gk a1 sk 42 Sk 43 Sk 44
Sk 49

B 5-4 “HEAML” WmEEEHHENE
202242 Fl 23 H , R EIW KR L] W& Z1E XM,
W FEEE NSA“HBRHL” WML )E ] Bypd?, @t “%
FRELN” GHERMENBIELIET Bvpd7 2B T “H &
ANAR” WEZLTEH (NES5S-5) 1A,

46



u/lz//(%g”

Bvp47 — EEERBITERNAHR

B 45 1NE=R 287 N BIRZEIRW , R

IR S=17) | EERAT50

5 me [=F 3] PN
Bk /T gt B v
o MLl m EMER
4 RS m RFE RN
@ BEIY
155> RN AR N ER R -
e wm ™
LS P 4L £y
b R ¥z BN
] £3% B0 S8 P AE S SR TR
R TR L3
wWRR PRREE W
L RN E3:¢ 3

TRER ST R

£ BPFRRME(EIE . REGER R
S Bvpiz{TATiEECS |5 =1t

@ AZRrootkitIhig E feramsmmne
S Selinux 8

O ETRREARN

@ www.pangulab.cn

Bl 5-5NSA “HRA4L” W4JE ] Bvpa7

Z e HRNHEORE N, L ELE T Dewdrops.
( Suctionchar_Agent) 2% AL 5 Bvpd? & |17

SHMANTREEEFERENTE (JLE5-6) 13,

Bvp47_Suctionchar_AgentB 5

0

| EREE
modload :
Incision .
e ‘ X #incisionfg |
modload
Dewdrop

9‘?;7

modload
StoicSurgeon
modload
Suctionchar_Agent

NARE Nar/tmpl.e33ff11ch8e3b4ff/a0b9739256397d9

3 acdB0eBbe2eaabe60/d5373a146119f200223760
Ring 3 54dde25677
R ) Ao e e e e e e e e s e e e e e e b e d e s e b e s e b e T
A= !
Ring 0

B 5-6

47

BPF VM Filter

I
I
Ml suctionchar_decode
1

“RIE” REFR



(=) &

APT (BRFFEMERM ) R EXKNRE%ER, &
K =R R, B OFRRRR S, BEL2 R B
TR, WU “FRAAL” HRENEETRAPT AL
H—EnE. FENELERS T ERR, A ANELE
TRER. XA LEkEHE, REHTTENALAEL, &
Fae kBB REME. RAENE, FEEEMN “FaE
ER” , AR FE. B, FELEZE2H NS5
BARRNPERAERER, FHGFENEREZ FATHF
SERFE R EERA . BR. BFUREN T2 E D, Tk
HEEANBMERNA#ATLH NG R EEMRIE.
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FARE AEETESHNMEIEH— “HFENHER
Solaris # Linux A< BR Y

2015 FA47 - 2 Hr ALl AR AR SEHE, KEE T X B R WAL
NSA “H XA LR B XEATE, FHMN “HREXALR”
HHREAARENAIABRERATEWRNT. L FERLESN
AWBEN, NSASt XM A AT 65T NS ARG &
BAEMAZT.

(=) FH=Em

2015 4R B W 24 NSA “H R R4 , KA T £ 75
AR, Rzl ER N FRIAL” TERDHER
# A2 4txt Windows R 4idh, B2 F & Z &KW Windows %
B LHFE,

ECHTELAN” 2016 4 8 Aprobiey “HRR4L”
BE At 2 b 7 K 3 o 5 A&y S (R I, AR — IR

“FRRAL” 4K “ANT” R EEEKRAFR AR,
I UL B B4 % Cisco. Juniper. Fortinet 4 [ Kk 3 7= 5 52
T NFuE A LB Rk 4. 2016 4F 10 | 31 B, “EEHrHE”
(TheHacker News) X i X EHFE T “FTELAN” AT
EZXHP, HebmiEilag “TRAAL” N EmEX
MBI K, XHEET, KBS ERERLHRSHBZITHE
Solaris & iR AE R 4, A LIE4TH 2 FreeBSD 2 Linux
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(=) HArsrRited

2015 2 Fl, FEHEAE AT “HRALUL” HWiH
Aoz|E, “FRAUAR THEALFeRE®I. RE
K SR B AR A R 4T AT Windows & 4ily, B2 A i Rk WA

“HAR R E” 4 B 3E Windows B B H L1, A 5L
Bl , “HRAAR” HFEH{ DOUBLEFANTASY #1E
Mac OS X hiA.

2016 4F 11 A 3 H, &R &AM s “AN ‘HREAX 2 F
241° ——EQUATION Ik 41 4 1 2 & # 47 66 1 A7 1,
AT “HRIAR” st 2 MENRANREFR (L
B 6-1), maik g MET E AT “TEIAN” 4t
Solaris (SPARC £ #7) . Linux 24X Em I HHRE, &K
HIREH/ETT NSA 2 FeXGEFEZHRANEY, HEER
HEHBGLE2TaREEHINEER.

I I s e - i

=R EEEETAIA STE AR
5 E=EAES (EQUATION)  EEdEkEEh
AR AT

£ X : A E A SR
(EQuaTioN) #BF3adhaain
BTG

22K EQUATIONE RIS 12 ¥ =5
M2 TFaiEHmesh @R (FIR k. 4 A
&) LEES =z

The Hacker News: { Shadow [ 3 AT iR ¥ 17
Brokers reveals list of Servers T iE
Hacked by the NSA}
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6 A, 2L FERR HBEOLHHEE R FEN NSA “$p”
4| (CamberDADA) , ¥ EEFH MEH W& KEF B
“BLE” WEATHAXRT, BRI —HEANRE.

(—) FHE9M

2015 44 6 F 22 H, “HEHIER" WaBEL T —04r
A U4 (topsecret) FAEHY NSA X A4 “HMFkfE: FIHA
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ERMgee) B, BrrE%Ze)] WEEL X (Anty) (L
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-prot Norwa 3
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(Germany)
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WP EXJENE Y, BEXJLRNEESE, NELeRX
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BB AE, R AR F R R AR AR A R AR R B T
AR, ERVWAFEFS, WEZARBIFELXHNE S
AT, BE T REE NS IER, FAEAEZ AT,
BEZJ ZREW, WE, 2B LA R ELLNE
REFHEFLAAAEFARXERERBEMZ A, HEEN
BRFEERZWANRZE T RN,

(=) FHEM

2016 £ 8 H % 2017 £ 4 A, “BTELN” HHEL
7 NSA W& ZAREN R E R &, 2k RF 8K
HFIREE . NE SWIFT HL44 % . FuzzBunch (FB) i i
¥ # F & A1 DanderSpritz (DSZ) i #5 F & S WM& R B R 4,
ARXBRFEELS “FTRIAL” Ax. RIT\E K2 F0
FHET, XU EXEFEXEETFUNALN, PEKXE
ZAFZXERBEANA T A EHNEITRT, £ETXEN
IR TR i % Bk ) A0 B BN AKE
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2017 £ 3 A 7T H, “HERME” BoLT 8761 EMZ
CIA W £ 30t 7 2 e B35 SR, H 8,8 7818 N T f 943
WHTfE. W SRR 2 KB R A E W UE R, 27
cHE Y 2, AMUEH Windows. Linux. iOS. Android
EEHENNBEZRG, WEEFREN. FEERER. B
BEMET AL LY A,

(=) #HRFELed

EMQMSﬁaAﬁM%%é#ﬁR%F%RE%ﬁz
R, DY ITIE M B F AT EE AT, X BT
SN BAMAR, REH T NSA B LEE VKR F Ll FB.
Operation Center (OC) #1 DSZ A{XFZ W = KA S, T
HHEMEBRAN “LFEKE” (Vault7) &4 CIA R4
fEL ISANAT R () 5 MER, HEEK N2 HEIE,

2017 4 4 F, Cysinfo 3t “®FZLN” MFEH iEH
717 a4, FB 2B SALK IR RA FAESZ (WK 10-1) 0, #H
0 B R % 3 A N K I B = A “Special”
fn “Exploit” XA TH 17 NMEHREAF, L4245
Windows #:1F & 418y SMB F H JR A KX, X 26 E 2017
F 3 A mEHEE; Wi EH—LE4 X IBM Lotus
Domino 4. Microsoft 11S. IMAP. RDP % & i /& | A
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j‘,’v:x-vf“ ntouch
Worldellenttouct
Touches (enumeration) (O]
’/
7/

Name

/ Doublepulsar
Jobadd
Jobdelete
Joblist
Pedillauncher
N
/

Payloads &}

B 10-1 FuzzBunch {48 &4

CysInfo #¢, OC & — M7 R &t i — 36 X T EAER(
A 10-2) M, ATHEHZENE, TEx EVETE LML
EHzmEEMT L. WEagRAmEEn, WERAF S E

R, KM %2 &, OC # WAZ 0 #EEZ PeddleCheap, %I
THRMEREHA P FE, m# DSZ F30FH H Ay

=

Payload used by Peddiecheap

Payload used by Peddiechea

’
;
\\ ”
N s
S, ;
%3 e
[ Operation Center ]
H
i
Y
b}

1 Peddlecheap is more of a connector/lcader
]

B 10-2 Operation Center HE%E £5 14
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OC WAEFBEXRW, HITAFHELFE, FIABRANK
BN 7%555‘4“&"373*7%ER, OC My JT X & F ¥ 38 #] %] 2006
4 T OC By##72 —, clocksvc.exe, E{% e IP Mt &
TUETNRARFAANLAFHFELR (LE 10-3) W, &
H IR AT B AR K IR SR E

3 0.004151 192.168.155.128 137.140.58.211 TCP dlsrap > sm(p [ack] seqel Ack =1 Win=642
4 0.004380 192.168,155.128 137.140, 55,211 SMTP C: Success\000
16 131.056269 192.168.155.128 137.140.55.211 TCP dIsrip > sap [N: <] Seq =9 Ack=2 Win=642
17 131.056793 192.168.155.128 137.140.55.211 TCcP [Tcp segnent of a reassembled pou]
19 131,060352 192.168.155.128 137.140.55.211 SMTP C: \233 \373 \321\031]
21l 1351,000654 192,1068.135,128 137,140.55.21% C disrap > satp i Sege=1d48 AcCk=2

Network Whois record
Queried whois.arin.net with "n 137.140.55.211"...

& 10-3 Clocksvc.exe ) IP 247

EAANITNZ, RFEHBF AP, clocksve.exe
(A A FAE N Tildeb) & —AKF Windows NT 4.0 Fo
Microsoft Exchange Server B W F ANy (XLE 10-4) , i
#H 2 F T 2006 F: gy et e #Z 2000 45 10 A 3 H |
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Port: 25 IP:137.140.55.211
Create Socket(A)
Egress TCP

True False
{ )}

Send msg Success\x00 Close (A)

Port:1608 l Ingress

Create Socket(B).
TCP | Listen: All Network
Interface

Receive control Bail out
commands

Send/Receive data

& 10-4 Tildeb(clocksvc)#& T F# &

2017-2018 4, AR HER . “BTELN” fo “g &
MR WMENIKEE S SIEHAIT T ENRRA AT, HE
2017 F 12 A, EANEERBEY EER12H “XH
Pl 2% 2 B R 5 E o [ 0 e 7 AT R AIRER, AIE R
I HBRMER N LE. AFREERRGHE L A EE
P 25 2 [ ZX 1 e 7 2647 T R RAGAREE, I i R 30 3% [E A
o3 A S AU B TR R .
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ATae B s, MERERB . WREESZ. AN
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EAVR Ao, B AT E AL AR T e C&C AN
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PR T B PR RIE R B 50 & X EH . B R
. AR IT. MEMKEZ NG, A DarkPulsar B35 A
PEABAREE S (Bl R E R E RSP AT TS
FF VAT H R IIE) TUEH, FENFALKEEE L.
DarkPulsar 87 & A 7t 78 & K 35 A AL B 2 4 3 3 PR
BIEEF NTLM LA o et , IS & 0 3 i3 4]
WA B P 4 Fn S A B K, 5k B DarkPulsar £+ x5 B
A K O o 22 B O E B B AT

2021 4, WUF%4) W Checkpoint XA &E, xt
DSZ 9t Double Feature 414317 7 R E 4. DSZ & E 1%
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EEEFERA. FTEHEN TR, 4t Windows % Gy 2
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LK. UR ZE-FEZEAHLFELEREFFA “EquationDrug”
HIE, bk, DSZ (LK FB f2 OC) #iZ “H R
HE” BARAMNTHRE,

2022 4 3 F, 360 Z2BAAN T kT NSA KEH4A LR
APT-C-40 Wyt &l HER, ABULLIE N TR W,
PALFAE 2010 FEF46 T A x A E R AT A kA F
B, WRREZRENEEERS B, ZREED G
NSA 5 W 2% i 1 | 5276 B B BT 5 3. E4e s, XEX
BRERTEERNBE, TUHFLHREEMREE LK
FPONEFENTARE, TEREANBR. 28, BFR
Fro ZEH. BE. FL. MEMK. ENFTLUREER
PR BT R AAAL O B £ E AT
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KEE” Feptfe 28 ml, Ho 43 0y [ ik T B A3k & ¥ DUFF —
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B EEA; &EEIIAKH SQL iE4H, M Oracle R4
§EIRAG T BT RN IIK P 4 5 AL 28 B B SR A Kk

/Tg ‘%‘ o
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210" (Equation) BLNEFESWIFTIRSZIE(HtESEastNets--aJ{il{t &

R

B FATRER N

B 11-3 “F B R4 L5 \1& EastNets T L&

TAREWMEFRR T EE NSA H XMW B HEE L
“NOPEN” AKRI, 7£ 2022 FHEFHI TV KFWEK+HE
fEr, NSA 2 FZ ARG R HES T T AN RIRSEE.

(2) I

EXEE “KB LK WAEBMEENGE N EE, 4
AR S FRFEAMARESRE, FE6 DTFEELN
R X, CEMP LA T REEHEE “FTREIUAR”
REFWE, EHEXENNTARY, 2RNETA) BOE
7B M kK

“DTHAN WERLEEN — R EFRE&FH AR,
— W, XERKEANHTEfEERGRT NI, M
162 oy W22 6] BT A4S Z AR, BRE T WannaCry
KBREN 2B, H—JH, KEEEHRE T L2
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BERBERA O F TR, A B A1 e 4% A 5T B 09 B IE
2T £ AT TR APT 414U 3K 78 20 247

2E 58

[1]

[2]

[3]

[4]

Bleeping Computer. Shadow Brokers Release New Files Revealing Windows
Exploits, SWIFT Attacks. 2017.
https://www.bleepingcomputer.com/news/security/shadow-brokers-release-new-
files-revealing-windows-exploits-swift-attacks/

The Times of Israel. Hacked files suggest NSA penetrated SWIFT, Mideast banks.
2017.

https://www.timesofisrael.com/hacked-files-suggest-nsa-penetrated-swift-
mideast-banks/

TR, HBRALL” K SWIFT JRHFE B H EastNets F4Z A0 174 &
2019.

https://www.antiy.com/response/20190601.html

et xEE M SIS E EARZ A RT. 2019,
https://baijiahao.baidu.com/s?1d=16361988762848003 19&wir=spider&for=pc
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B1+-F EfRtiE LN F—REXEX MRS
RERRE

El N 2010 S8y “RR P FHIT a5, P 2% %2 FOp MR
Z WA R B X E P % 2 2t B ER QO HFERER
2 BREFRREY, BEXENEITH. SEAEZ.
M 5 B 15 BA P 4 2 2 RS e E R, HMERAAER
] 2 A B S, TR R A W 4 ] B E R AN, B R A
B S F BT HATE R W E R, M oot

—_
=

F o
(—) RARFA

2014 4, “Ei4E” (Black Hat) 21l & AHE £EF W
KB RFWEZ2HRAR LK - KiE4 (Alexander
Volynkin ) By .4 “Bi## Tor A A FE R A XEERX L4 R:
MEAFPH#HTFELMNEETE . X—AETEHNEREE
% (LE 12-1) , LEGIRE]; ZWitikfmfigE, A Kak
TE 3 E BOR 8 R 77 T RO o,

blackhat

USA 2014: A SCHEDULE UPDATE

A Schedule Update

B 12-1 Black Hat USA 2014 s B 38 E 33 4 4 A
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R % B B R BA M F BT 3 M & 2 2490800 & 1F
Foz, {8 HA e1Ffudt ZAG oy 23R 4 22 b RAvs
AR BN THRFRIH, HHLRWEZEh L2 E.

() 4Rx4&ALARGRRS Rz LWE )

2012 47, FE[1skom Bl HRARMITIE - 908U
( Carey Nachenberg ) 7t % [E #3048 X% CSIAC £ ¥ b Ix1E
TAA “— M EVRF oM ERFAZTE” WikE, ®
FT FEM AANEXEE. BRERARFRAEBERN
WIS ERFENE gL, A TER “ERN” REE
oWy, FRT 7N RSB RRE (BT, Hf
A6 frm R ARz Hy (LA 12-2) B

Now Stuxnet gets down to business...

Once it’s sure, the malicious PLC logic begins its mischief!

B 12-2 BT RM” dg i

201347 12 Al 27 H, E Tor REH BT R#EE - [T

/R #4118 ( Jacob Appelbaum ) 7£ % 30 J& Bk @12 A4 (30C3)

FRRT —HMES PPT Ui, e T4HARSE. ¥

BB KA F AL & 0 R A R O R DA BOxE B B A R AR R

5ARE (NE 12-3) B, pray k- mAa3E DELL ik %% . HP
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AR %25 . Juniper Netcreen f1 SSG [ X 3#5. 4% Eudemon [y
K3 LA B i 25 . Cisco B K 35 . iPhone #1 Windows mobile.
HAwafFET —LRAAGRFEEAES: AfE@ET
BOOTKIT #AT 894 2 E 4 K & . BIOSKIT. USB £ N+ %
L % 4Tt XP 2R AW B S HHEANTE . th GSM &
s SIM FHEGBHENTE. 4%t iphone AN T H. 4 xt
Windows mobile FyAEN T E. K&z B0 o % FHNEE,

TOP SECRET//COMINT//REL TO USA, FVEY

WISTFULTOLL

ANT Product Data

(TSHSU/REL) WISTFULTOLL is a UNITEDRAKE and STRAITBIZZARE plug-in [
used for harvesting and returning forensic information from a target using Windows 06/20/08
Management Instrumentation (WMI) calls and Registry extractions

(TSHSINREL) WISTFULTOLL Extended Concept of O . . .

(TS/SIH/REL) This plug-in supports systems running Microsoft Windows 2000, . .
2003, and XP.

ITRUKUREL \ Throuinh ra 6 arrace nr intardictinn \WISTELI L

" 12-3 fF ﬂﬁ”\;ﬁﬂﬂiﬂﬁé@ NSA W]%J;,é-ﬁ;;l"STFULTOLL
2014 4, ZESAR “ERZ” Wb E T e E Y
L EERAE LY (GCHQ) 5 NSA. “HIRE Y~ HihE
KRN ZHAH R “RERBATS XA, 38 A,
Mg EmEmNENE, HAERNHTESE., FEB
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W EA T ARMEE - B E%Z (Brian Bartholomew ) % A
7E 2016 4By Virus Bulletin /4 (VB 2016) F &7 “1% %R
L E T I R A Y KR R R, T £
[E] P 2547 2 v B & A R e 5 B,
2015 4F, & PG TU) $0 5 T Ak B M B o NSA 7
W 2z e ey« FRIKE”  (The Fourth Party ) 3% fn
TH, BN (FAH) % =7 MR EE, Eink
WA B ok LAE M BB, LER A, 4680
X EANMEZ2BHNRENGAN, FEHENEHNHALZ - &%
2L - #%F B -4 (Juan Andres Guerrero-Sannde ) 45 # %
A B 2017 Z#4 Virus Bulletin 25 /Z 23 (VB 2017 ) E & A
%Ec “ATAEBANNHAR F: D% EH W & B IR 6 AR
, REMAo M TR —REFirRRERGEELME. §)
n, —ANKEE) APT A4 (B AR L4 4 ScarCruft)
IR # B fn APT 44 DarkHotel 2 Nty W3k, XA 5
DarkHotel K LBy A . BAR . )7, T F . o+ & DR
EERA QAN A#ITERE (LE 12-4) B, i
m, XMRASRFRIA A I RNITZ, U EE S
P 2 A ) T B R O IR AR R T, BN T BRI E R AR,
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ScarCruft APT DarkHotel APT

“Operation Erebus”: “Cperation

Waterhole Deybreak™:
Spearphishing
rfchosun(.]org

MNorth Korean nexus?

dailynk[.Jcom

cafe.daum|[.]net

scarcroft[.]Jnet scarcroft[.]net
(hacked) (hacked)

CVE-2016-0147

B 12-4 3t APT ScarCruft #| /| DarkHotel 7& 3 j& 5 & T & 50 By 247

2016 4, XEHNMUL ERFER S AR EFHFFROEHR
HRAR NG - 4 (JasonHealey) £ (EIfFE4 &) &
* “REBRREERBRE —X, BN T X EHIRRAF
HkAEF (VEP) B 2008 5| 2016 4Fty & &7 A2, a4l

(2016 4 ) X E 7 g @ AR T B IR E KB EHAT T EED
& (LK 12-5) Bl



A m.nggrmp under CNCI wag estabished and developed

lan i imy the government's ability 1o use the
I'uII rum of o ive capabililies o betier defend U.S.
information spsterms. One recomimendation within the plan was
ihe developrment of a8 VEF.

VEP policy went in efect in 2011, the same year the
Farm the United States: and lerael o eripple
of ran's uranium ennchment proj Lesing bour
diflerent zero day vulnerabilities, was afribubed in part 1o the
Uniled States.

Danmbu In & wake ol Snowden's revelalion, President’'s
an Intell and Communications Tech-
Mlogiu enealad i prowde fecommendaions inciuding:
+  Disclosing vulnerabiliies by cefaull
+  Shiflin he “equilies” process from the NSA to the Whie
Hougea

14!%;:1: Tt clays aller & news repar Talsely chaimed the
HSA known about the Heanblesd and kepd silent 1o
exploil it, ODNI finally wenl public with a formal statement
about its VEP policy and denied the claim. In res, L]
the review Qroup’s recommendsation, the siat said that
unless there is “a clear national security or law enforce-
menl.nead. theequlnu pmui:mw “biased toward
ilities.” This implies
man he Diag was aimed in larmmrwnemmg g Ll now.

—

B May and 1 July: EFF liled & FOLA request for records rela-

iy Ihese processes on & May, memiedsuiagangmm
and NSA an 1 July 1o force di e of relevant documents
S0Cusing them of vislating the FCII-'.rof tailure 1o expedite
proceszing and violating of the FOIA lor wronglul withholding
ol agency feconds.

3 November: The CYBERCOM's new commander and the
NSA's new directar Admiral Aogess said at Stanloed University
that “by orders of magnilude, e grealest numers of vulners-
bililies we find, we share.”

3 September: Although ODMI and NSA had gradually
released the process-related documents since 15 December
2014 in responss 1o ihe EFF'S lawawil, i was 3
2015 that il released the official VEP document nlitled
“Commercial and Govemment Information Techi y and
Industial Control Product or Syaterm Vunerabilities Equihe-g
Policy and PrOcess.” However, the SocUment was hugely
redacted.

—

March: A tederal cour in San Francigeno upheld the lew
remaining redactions. Thus the VEP decument released in
January & regarded as the final vergion that the EFF (and the
public) can gel.

2008 Drafters of the 2010 VEP: A follow-0n working grous led by
the QDN was established 10 address the recommendation

wilh representatives from the intelligence communiy (NSA,
CIA, DIA, DOMI), atiomey genesal, FBI, DoD, DoS, Dok, and
DOHS. The end resull of the working gmpsammmy-mde
coordinated doeument litled, “Corrmencal and Government In-

B | tomation ion Technalogy and Indusiial Conirol Product or System
| Vulnersbiities Equities. Folicy and Frocess,” officially describing
the ditails of VEP.
2010
2011
2012

.Ilmrepameﬂ1hat1hen5.qamed$251 purchasing
uuherabi:lies during liacal year 2013, corredating mlh aboul

013 100 ilies &L EIMLT per year

March: Wice Admiral Michael ‘s lestimany during
the conlinmation hearing 1o replace Gan. Keith Alexandes
ag head of the NSA and the U.S. C‘I'BERII',DMHW?ES]IMMEI‘#‘E
ription of NSA zero-da inting
povemment, spoicynlmmwagrb?éw D Iean mare
‘toward disclosure than alzo mentioned the
i Erocess working with the While House.

Poliey Coordinator

e 75 I: Whibe Houss
A m{m’ﬁmﬁmgjm ex:‘l‘:‘ng

Michael Daniel wiote an %s
'VEF thal was firai mplermmad in 2010 wr
™ wilh moee afficiency n1he|meragencywooeﬂ He also

stated about some critefia used lor weighing pros and cons of

d a vulrerability. However, he did nal sy 1he process
— B%fd dischesure, and E'Sﬂ menioned he UI"E\']

Stales would continue 1o develop and use those wulner

10 PrOtEE! e Sourilry.

17 November: In an interdew of Daniel with Wired, he slated
1hm|u:nnlmuunerwgmmagmp1mtwmld
$—4 make final decisions based on he recoMMEndanons rom
amrfbﬂ%mneammme Bif-

2015 & lrnied sel of vaneabililies hal we may need 1 retain for a
perind of lme in order 1o contuct legilimale national securily
intelligence and law enforcement missions.”

£g coniinuously poired oul Ihe EFF aixoul
the mlauu ify ClOCUMENS revealed, the govanmmeant
regcinded gumennhuse redactiong in lh&'\.l'EP docurment. An
2016 uvedacied part alsa shows i rst official acknowiedgmen:

“dalensive, ollengive andjor law enforsamentrelated [and]
prmecumal' uges ol the vulnerabililies beyond counterenmorn-
wm efforis.

roup called Shacte Brokers releases a cache of
including several zeic-day vulnesabiliies.

August: A
cyber ca

March: ANer the FBI could break inlo iPhone Dy uSing vulnara-
bilities, e case becomes e public 1St of the govermnment's
*+—* general inclination 1o ils VEP policy.

B 12-5 FAMEH XE VEP BER KRR

FEMEZALTEZLE A —ERRHEREREL
WY 2% % Jln X ) 45 2 2%k P B9 AR

201346 A 11 H, & “HHARFZRHZE Fita
b, PEEEA¥ERXRZSAEEFSHF RGN BAITET
A CA=rERRGE—— K5 ZEMNE 2R 0
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wAEN, HEXEERXEEATHIHT TN ERE, BdFEE
A 20 40 40 FAR DR R R M R #6] <= E” 47
zr (1945-1975) 3| 21 H A “RE” TE W R E N,
RETXELREBEEENALEZREG 2R ELANY
e o M

201546 fl, "ERMEASERELN, RREM K
afE “APPT 5 B APT FHFHRERE . REETXK
B3 B BT K 30t W 4 B AR APPT B (BN B A & A
SRR ) (JLE 12-6) B,

-,
% _
o SZR

;;;;;

ATPTRYEH : 15X 4K ( Equation )

WINDOWSIZHIT 12

s )

WARGE, #0
ERAET
' ¥ 8I0S 11
nLaser s | EQuationDrug s OrayFsh |
o W % 3 = MBR
((msnaor.exe RO
[ b b o VBR

£

I] MSCFG32.0LL H l UNITAY.DLL l l | IMSCFG!Z_KS DLL I

| mESEEREONGE, RS
| ERERE

B 12-6 FERREXAREBEFBRARH IR W EE LM

2016 4, ZRE “FHRWEZHALESZ2HE 1ET
£ K BN e, TP EER N Z RS RFEE
i, BB HETEE “HEIAE” b EEEZH T VA
Ve, HEETHEARESN (LE 12-7) B,
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The Panda’s Scar

The APT Attacks against China

Founder CTO,of Antiy Labs
Seak

B 12-72016 4 “HENLZRE L EES ZL2HE" &7!(%&% ﬁ%ﬁ*%%ﬁ

2019 4, HE&E%A/NE DevCore HHF 5% A B A
& - ¢ (Orange Tsia) friZ #f - % (MehChang) £ E 1 A&
KA “R NSA A5 Z st N B W e, Ba T R
BB K NSA Fik (n “HBAAL” R ), xF Fortinet
#u Pulse Secure #) SSL VPN #4T & & A3x A2 1% 2% 1,47 IR 76 A
A, (X)) BRBBEANAR (LE 12-8) 0O,

Command Injection

S P U I-S e SeCU re System Authentication

B 12-8 EARH - & E W Pulse Secure 7 Fl i J5 & AEN
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4458, SSL VPN 2 & F LA By A B 40 ) 248 F Y W
MEAMEEN R, WHH VPN | BT ET, NSA BE
WHE TR IFF| IR

(=) N4

PRMEM G L 2RRE 57 %R, RASERFIREME
BRE P R R A Z 2 AW MG 28, T E s k.
FARMMNERRN. XETHFR, AR KEL] AHF
ﬁAﬁE%ﬁE%%ﬁi%KW%ﬁ»%Eﬂm&ﬁ%%ﬁ
AT TN 4% A 0 B0 AT O AR 2 MR TR . BOA
R, FMBESZ ] WA RRE 2 — P KRR
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[1] BlackHat. A Schedule Update. 2014.
https://www.blackhat.com/latestintel/07212014-a-schedule-update.html

[2] Symantec. How a Computer Virus Foiled Iran’s Nuclear Program. 2012.
https://cisac.fsi.stanford.edu/multimedia/forensic-dissection-stuxnet.

[3] ZDNET. Top NSA hacks of our computers. 2014.
https://www.zdnet.com/pictures/top-nsa-hacks-of-our-computers/

[4] Kaspersky. Wave Your False Flags! Decption Tactics Muddying Attribution in
Targeted Attacks. 2016.
https://www.virusbulletin.com/virusbulletin/2016/11/vb2016-paper-wave-your-
false-flags-deception-tactics-muddying-attribution-targeted-attacks

[5] Kaspersky. Walking in Your Enemy’s Shadow: When Fourth-Party Collection
Becomes Attribution Hell. 2017.
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https://media.kasperskycontenthub.com/wp-
content/uploads/sites/43/2018/03/07170728/Guerrero-Saade-Raiu-VB2017.pdf

[6] Columbia University. The U.S. Government and Zero-Day Vulnerabilities. 2016.
https://jia.sipa.columia.edu/sites/default/files/attachments/Healey%20VEP.pdf

[7] W N Z ot BRI 1 —— W48 5 5 E P 4 2 2 B B T B (X 48 o =
Bt 2.2013.

[8] #XR.APT 5 “f APT” S miERE. FEURE A2 2015,

[9] Antiy. The Panda’s Scar—The APT Attacks against China. 2016.
https://www.antiy.com/response/20200304.html

[10]DevCore. Infiltrating Corporate Intranet Like NSA. 2019.
https://i.blackhat.com/USA-19/Wednesday/us-19-Tsai-Infiltrating-Corporate-
Intranet-Like-NSA.pdf
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BTH=F REFITE—XREZURSHSHIHR
fEMNERE &

WER, ATHFPEBIBFEN. LA EUKFFIOR
FoRe Ay th 3, B e AL UK 5 4 7 B9t B e A W 2%
i, XERZA “BRZE” B, BEENEHTFNT
REME, TR ENHNEETY, £ 2 FBBONE Rk
Far AN, A he 4R E R R E R R 2 3R0H 5 A 4

(—) ZERAFEHEGHS*&

g Wk Zena FEHARTEEE L AT NITEN
R, EAPGE NSA HE “$B” R LT Eim, Bk A
PR AR W, 2017 £ 9 A 13 B, XEELZAH
FEHETRRBRMEERAEERALAENE, EXFAK
A 30 RWEHEGE B RA WA -~ B i s
W, 90 RWHHEMATm, XEHBEEE (BestBuy) ¥XE
B TRET FEHE» . BHETBUTHIY A FHE 4
HMAREE AL, FUBHREMNTE EMF BXITE
HERRW. B8 EL 53k, B2 FEHHEAE, X
B B 43 A AEE A R E A RAEF SO A, i@t “Bx
AR FRg LRI P TR AT, 2022 4 X B B
SRR e ARG RNER LT ENE, M
FEHE, RERRFREEAITEINR K FAR, 6
AHATAEEHEN T TR ERLEZERNA,
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(=) BRKKRAEHNATLERR

MEFEBRMMA N HELRE, ELZHEQAAELK
TR BT F LA, 3 € E KM DR P % 5 AU
gt . B REDHIMUK, ZEHFANEL2NE
ZHEAEN, U “BREZL “BFLE FHN4LFERR
HPRAP £ XA B AR AR AR BT B g 3 [ T B0 R R
HHy PR F8&, st THiELA g EAHERE o f
B B EX R B e N R iRiE

XEBFHE ERFE gE—mHANFFEER
2 EL R, WHINTEERE A X E AR X EE BN
Fir 418 6 Bk 7 B 3t % B A A 2 Fe B KA 35 77 A T RS B
fir. B 2018 S X B I 4, £ ERLE” kAXE
ELNFEREA LN “ERIFL” NEE, & 2020 4 5
F 22 B R E B 43 FIN <SRG 27 0 o E A 5 R 4
B, HK 24 R 360, Eha “H
AR XA T EEFRAA RGN W, 2022 4
10 1 5 H, EEFHRE 2021 MEEHRAGEEY &
1260H £ 7% —# “EXEZENTETE N
( Chinese Military Companies, CMC ) SE4R7E &, o [F K %45 %
ANl b A ) F A5 B EA R A R E 5 )E 360 B
21, % FI N CMC 7% 5 th 8 8 % B AR S 2 4 e, (EARE % B
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B E, CMCIFH BT “2HiFE” , B2 RE &

(2) AERXALELFNEERLEZLLL

2015 £ 6 A, B m#riEE M (Edwardsnowden.com)
T — s Mk ARG SERRT B RS
( An Easy Win: Using SIGINT to Learn about New Viruses )
Bl 8T 2B R EH K F RN E 2007 F I 20 AT B9 <3
7 ik, EERUFEHELAGELKBLERAELAEL
A PR RN £ EARAT I, RBGT B H AKX
HfE R, STEHAFF T IHREITTHENES HAr ( “More
Targets” ), Wz 23 X&) ¥, AFEFEFERZL #

ZKR.

2016 4 12 A 22 H, FENFNE MG EN X E
NetScout /A & & &t o Bl W 45 % 6] &2 th 2 HATE dh fndk &
WA ERIFFEHE—REAH HRALR” PATHRE,
B/E APT Ezh, & “PER APT REA (JLE 13-1) .

Non-Government Organization in Support of
Government Hopes

Neal Denni
ad

B 13-1 % [E NetScout /A & &% K & B 4 o047
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202242 A 178, XEE% “XPZFS5kewEsk
7 2” (USCC) E It 2022 44 4 & B # 5 — K iE 2P,
ERA AR ERP LR RS AR, E RS 5 RO R
E®mw , At E A RENE LA, TS E N
Bk I KA EE 2 g, §aMgiet50A
A, HEFA KRG RAEG SR, RN E XN
%S ATz, TIESRN As TREFENE L 20 F:
ZRAF R 360, EHATF &K T A NSA 1 CIA W4 % [
T at. 2EEZAE, XMEFE 360 &+ B &R FE
WX BROmE N, 1L NE &% it KA E e K
JUE 13-2) Bl gk e W, X E xd E R P L a4
A7 IR M BT IA IR, T LA A KR AT B e X R E A
MBI EE TR m I Pk . Rk, HELHEZ B
2 F BA A R A .

I'wo Chinese cyber security firms in particular: Antiy Labs™ and (Jihoo360*", have openly
puhlizhed analyzaz of WSA and CTA ﬂ.hn‘r aperatinns Whila theza reparts ara heanaly

bolstered by the Shadowbrokers and Vault? \L:rep-:c'x:\mdanﬂtp ~1de enough
mitormation for mdependent researchers to - ihda.te thear clamms, Anty and (hboo are two of the
aldest anbrims rompanias in China and therafara likaly have tha data visihility that wromld maka
these claimms credible. Chinese M55 contractors have also been able to observe and recreate
TU.5. made cyberweapons: one contractor was found using M3A hacking tools a full year before
the tools were made public v1a the Shadowbrokers leak, suggesting that the contractor obsered
the hackmpg tools being used agamst Chinese targets and recreated the tool from those
observations. ™

K 13-2 2ESWTIES B4 X FELAFTE 360

(1) st B M % a 0k 5 HHEL HFE TR

MiE T E BB A Y HEARLRE, HOFENEL
2 B E Fr A F AR ] e B AT Y K. Cybersecurity
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Ventures 2 4 Ik &1 4 4 5B M HLAY i%ﬁx?lﬂ%%‘é\ﬁ?%
PRt R, L0E T W4 2247 b 6y 376 2 5 A3 X
& . Cybersecurity Ventures XW@%‘Z‘%%@H%‘[ 500 5 1% 5 HE
%, RNAERBTEWNE T2 matiTh Litf, LERLE
A E “mIT. mERH A7 a%\ﬂk[f’]o 2019 4 Y,
Cybersecurity Ventures & 77 By W 4% 4 500 &4 £+, ZX
( Antiy Labs) . & M & (Hillstone Networks ) . % (&
( DBAppSecurity ) . % & 360 ( Qihoo 360 ) %t [ ¥ 4 % 4
g Fi (LA 13-30, 13-400)  {ERF % FEE AT
300 X, MHEAY—HEFBETH, A ik E LRI+ EF
2 R

vendor specialty

95. Antiy Labs %% | anti-virus engine & solution

142 Hillstone Networks |45 [%]#} | data analytics firewall protection

314. DBAppSecurity %8 | web application & database security

412. Vkansee Ef51) %1 | fingerprint sensors for mobile security

& 13-3 2015 4 Cybersecurity Ventures 500 7% FE2H+E )& (¥40~)

Cybersecurity 500
0000

Meet the world’s hottest and most innovative cybersecurity companies to watch in 2018. Press
Release

& 13-4 2018 4F Cybersecurity Ventures 500 5% F8# = E ) % (#2)
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B 2019 4£#2, Cybersecurity Ventures t ¥ 4 %4 500
MR g B WL AN E T 150 A BT PTEUR, (B
AR R B, o E P2 e e g A B 4 8,
2020 £ 9 F, Cybersecurity Ventures U] & 7 v El & # 7. #&
ELQFrie ey < B W& 22 nE" 4 8, XX #F 360.
FEMGEE WA ZE R ERBOP &S 20 Kbk Bl
202242 17 BXES “EHENERL2FEZRL
(USCC) ZATHy “vi [E oy M 2 25 ol ik 7 - W& 0% . [e] 1R 30
B EERE” ikt P, 5225 “HEKEH
VERAERXESE THEHNEZZE” , AR “B27 N
TRERGER, WRERKE S B 25 %5 Wiz
AKX ENA TN EARE B fod B4, DR s ax Lk
o [ B 4% 28 ] R 4 8 S P S IR R B AR . iR B X
Xt E W 4 e L ESLHE A, N EZ K Cybersecurity
Ventures XA 0 El ], mEQF A0 “FENE L2
NE]” g Bl

(R) &

YAk, R EEAE B B UK Sy Fo i 37 | ) 2 LA R B
FAAMR BB T Rk, AR TR ST, XER
s “ExRZE” X— ‘TR RnESMEL,
BRATE I GHFEFATF, AEHEELKEKF T HA T
WA, EE, XERNEZ25%5%. e, #E. ERW
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SEVAES, EAHLLRRT Z K. Bk afEo, it
AR & Z AP S iz hmBiath. UaP A # 3 s
AR E R, E B A T IR B B DL 2 e Ak BEAT 4T
JE g, B AR B A R E W F AU 5, (B HARAT %
El R R ENATH, SR REARELEREEMKT
K.
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[1] Department of Commerce. Commerce Department to Add Two Dozen Chinese
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